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Chapter 6 (Introduction to Computer Networks)
According to Smart Syllabus 2026

1. What is a network? / What is the purpose of a
network?

A computer network is a system of linked devices
and computers that exchange data and operate
together. The purpose of a network is to facilitate
communication between connected devices.

2. What are some primary components of a
network?

The primary components of a network include
nodes, links, switches, and routers.

¢ Nodes: Devices connected to the network,
such as computers, smartphones, and
printers.

e Links: Connections between nodes that can
be wired (Ethernet cables) or wireless (Wi-Fi).

e Switches: Devices that connect multiple
nodes within a network to forward data.

e Routers: Devices that connect different
networks and direct data packets between
them.

3. What is the objective/use/need of a computer
network?

Resource Sharing: Computer networks allow devices
to share resources such as printers and storage. This
reduces costs and improves efficiency.

Data Communication: Networks enable data transfer
and communication through emails, instant
messaging, and video conferencing.

Connectivity and Collaboration: Networks connect
devices for remote access and collaboration. This
improves productivity and flexibility.
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Long Question 1: What is data communication.
Explain its components.

1. What is Data Communication? What are the
component of data communication.

Data communication is the exchange of data
between a sender and a receiver through a
communication medium. It includes the sender,
receiver, message, protocol, and medium.

2. What is a Sender?

A sender is the device that sends the data. Example:
A computer sending an email.

3. What is a Receiver?

A receiver is the device that receives the data.
Example: A smartphone receiving the email.

4. What is a Message?

A message is the data being communicated.
Example: The content of the email.

5. What is a Protocol?

A protocol is a set of rules governing data
communication. Example: The HTTP protocol used
for web communications.

6. What is a Medium?

A medium is the physical or wireless path through

which data travels. Example: Ethernet cable or Wi-Fi.
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Long Question 2: Explain working / function of
Networking devices. (switch, router, access point)
/ Explain different networking devices that are
responsible for the management and direction of
network traffic.
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7. What are some devices used in a network?
Networking devices include hubs, switches, routers,
and access points. They are responsible for the
management and direction of network traffic.

8. What is a switch / What is the purpose, role, or
function of a switch in a network?

A switch is a-network device that con_ne.cts multiple

devices suchjas.computers, prihtersﬁ, and servers
within a network:"{t/allows-these devices to

communicate with each other efficiently and ensures
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that information reaches the correct device by
managing data traffic.

9. How does a switch work?

A switch works at the Data Link layer (Layer 2) of the
OSI model. It uses the hardware address of a device
called the Media Access Control (MAC) address to
forward data to the correct device. When a data
packet reaches the switch, it reads the destination
MAC address and sends the packet only to the device
with that address instead of broadcasting it to all
devices.

10. What is a router / What is the purpose, role, or
function of a router in a network?

A router is a networking device that interconnects
networks or allows devices to connect to it. It directs
data packets between different networks and
ensures that data gets from one place to another
efficiently.

11. What is a packet / data packet?

A packet is a small part of data sent over a network.
Each packet contains part of the data and the
address of the destination.

12. How does a router work?

A router finds the best path for each data packet to
reach its destination. It uses a routing table that lists
the possible paths and helps the router make
efficient decisions.

13. What is a routing table?

A routing table is a table used by routers to decide
the best path for data packets. It lists the possible
paths and helps the router deliver data efficiently.
14. What is SIM?

SIM stands for Subscriber Identity Module. It is a
small card inserted into a mobile device that contains
unique information to identify and authenticate the
subscriber on a mobile network. It allows the device
to connect to the network, make calls, send
messages, and access the Internet.

15. What is an Access Point (AP) / What is the
purpose, role, or function/of.an Access Point?

An Access Point (AP) is a networking device that
facilitates the connection of wireless devices to a
wired network. It works as a link between
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computers, smartphones, or other wireless devices
and the internet.

16. How does an Access Point work?

An Access Point receives data from the wired
network and transmits it wirelessly to devices using
radio waves. It also receives data from wireless
devices and sends it back to the wired network.
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Long Question 3: Define network topology.
Explain different types of network topology.

17. What is Network Topologies? Name three.
Network topologies are methods used to define the
arrangement of different devices in a computer
network, where each device is called a node. The
way devices are linked impacts the reliability and
performance of a network.

Three common network topologies are Bus, Star,
and Ring.

18. What is Bus Topology?

In a Bus topology, all devices share a single
communication line called a bus. Each device is
connected to this central cable.

Example: A chalkboard in a classroom where every
student can see the notes written by the teacher.
What are the advantages and disadvantages of bus
topology?

Bus topology is easy to set up but if the main cable
fails, the whole network goes down.

19. What is Star Topology?

In a star topology, each node communicates with
others through a central switch or hub, which works
as a data flow repeater.

Example: A school principal's office connected to all
classrooms through intercoms, where the office is
the hub and the classrooms are the ngdes.

What is a hub?

Hub is a networking device used ta-connect-multiple
computing devices’in LAN-lt-always broadcasts-data.
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20. What is Ring Topology?

In a Ring topology, each device is connected in a
circular pathway with other devices. Data travels in
one direction, passing through each device.
Example: A relay race where each runner passes the
baton to the next runner in a circle.

What are the advantages and disadvantages of ring
topology?

Ring topology can handle high traffic, but if one
connection fails, the whole network is affected. Then
2-way ring can solve this issue to some extent.

21. What is Mesh Topology?

In a Mesh topology, each device is connected to
every other device, providing high redundancy and
reliability.

Example: A city where every house is directly
connected to every other house by roads, allowing
multiple alternative routes.

What are the advantages and disadvantages of
mesh topology?

Mesh topology is very reliable because if one link
fails, data can be rerouted through other links. But it
is expensive.
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Long Question 4: Define Transmission Modes /
Network communication modes. Explain different
types of transmission mode.

22. What are Transmission Modes? Name three.
Transmission modes describe how data is
transmitted between devices in a network. The three
primary modes are Simplex, Half-Duplex, and Full-
Duplex.

23. What is Simplex Communication?

In Simplex communication, data transmission is

unidirectional, meaning it flows in only one direction.

A device can either send or receive data.

Example: Keyboard to computer.

24. What is-Half-Duplex Communication?

In Half-Duplex'communication, data can be
transmitted in both directions, but not at the same
time. One device must wait for the other to finish
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before transmitting.

Example: Walkie-talkies.

25. What is Full-Duplex Communication?
Full-Duplex communication allows simultaneous data
transmission in both directions. Both devices can
transmit and receive data at the same time.
Full-Duplex communication allows for more efficient
data transmission, making it ideal for modern
communication systems like internet browsing and
video calls

Example: Telephone conversations, where both
people can talk and listen simultaneously.
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Long Question 5: Define OSI Model. Describe its
layers. / Explain function/ responsibility of
different layers of OSI model.

26. What is OSI Model? Name its layers.

The Open Systems Interconnection (OSI) Model is a
framework used to understand how different
networking protocols interact. It has 7 layers, each
with a specific function.

The layers are Physical, Data Link, Network,
Transport, Session, Presentation, and Application.
27. What is the function/role/responsibility of the
Application Layer?

The Application Layer is closest to the end user and
provides network services directly to applications
such as email, web browsing, and file transfer.
Example: A waiter taking your order in a restaurant
and bringing your food.

28. What is the function/role/responsibility of the
Physical Layer?

The Physical Layer is responsible for theactual
connection between devices and focuses on sending
unprocessed /data-bits through a physical mediom. ||
Example: Hardwaré that connects computers, like
network interface cables, repeaters, hubs, and
connectors.
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29. What is the function/role/responsibility of the
Session Layer?

The Session Layer manages sessions between
applications. It establishes, maintains, and
terminates connections between devices.

Example: A phone call where the session is set up,
kept connected, and ended when you hang up.

30. What is the function/role/responsibility of the
Transport Layer?

The Transport Layer ensures that data is transferred
from a process on the source system to a process on
the destination system. It manages data flow control
and error checking to ensure reliable data transfer.
Example: A delivery service that ensures your
package arrives safely and on time.

31. What is the function/role/responsibility of the
Network Layer?

The Network Layer is responsible for data transfer
between different networks. It determines the best
path for data to travel from the source to the
destination and uses IP addresses to route data.
Example: A GPS system finding the best route to
travel from home to school.

32. What is the function/role/responsibility of the
Data Link Layer?

The Data Link Layer handles node-to-node data
transport and performs error detection and
correction. It ensures error-free data transmission
from the Physical Layer.

Example: Traffic lights at intersections that manage
the flow of cars and prevent collisions.

33. What is the function/role/responsibility of the
Presentation Layer?

The Presentation Layer translates data between the
application layer and the network. It formats and
encrypts data so it is readable by the receiving
system.

Example: A translator converting a boek-from one
language to another.
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Long Question 6: Define IP address. Differentiate between IPv4 and IPv6.

Feature IPv4 IPv6

Version Fourth version of the Internet Protocol Most recent version of the Internet
and the most widely used today. Protocol designed to replace IPv4.

Address Uses a 32-bit address scheme. Uses a 128-bit address scheme.

Scheme

Number of Allows approximately 4.3 billion unique | Allows an almost limitless number of

Addresses addresses (232 = 4,294,967,296). unique addresses.

Address Written in four sets of decimal numbers | Written as long hexadecimal numbers

Format ranging from 0 to 255 (e.g., separated by colons (e.g.,
192.168.1.1). 2001:0000:130F:0000:0000:0900:

876A:130B).
Purpose ‘Currently used foridentifying devices on.-{ Developed-to address the d'e_'pletion of

| the Internet;

IPv4 addresses-die to therapid growth of

the internet-and connected devices.




Video lecture of these Notes - visits YouTube Channel: Last hope Study ﬁ@

Example /
Analogy

Example: 192.168.1.1

Like a digital fingerprint that provides a
unique identifier for devices.
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35. What is the role/importance of protocols in data
communication?

Protocols are sets of rules that govern data
communication. They ensure that data is transferred
correctly and allow devices to communicate over a
network.

36. What is HTTP? (Hypertext Transfer Protocol)
HTTP is a protocol used for transferring web pages
over the internet.

Example: When you open a website, HTTP helps
deliver the web page to your browser.

37. What is DNS? (Domain Name System)

DNS translates domain names into IP addresses,
making it easier for users to access websites.
Example: When you type www.example.com in a
browser, DNS translates it to the corresponding IP
address.

38. What is DHCP? (Dynamic Host Configuration
Protocol)

DHCP automatically assigns IP addresses to devices on
a network, simplifying network management.
Example: When a device connects to a Wi-Fi network,
DHCP assigns it an IP address.

39. What is Network Security?

Network security involves measures to protect data
and prevent unauthorized access to computer
networks.

40. What is the importance of Network Security?
Network security is important for several reasons:

o Data Protection: Ensures that sensitive
information is not accessed or altered by
unauthorized users.

e Preventing Attacks: Defends against malicious
attacks that can disrupt networks and steal
data.

e Maintaining Privacy: Safeguards personal and
confidential information from being
compromised.

e Ensuring Availability:(Ensures that network
resources.are-available-and accessible to
authorized users.
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http://www.example.com/

Long Question 7: Define network. Explain
different types of networks.

41. What are the different types of networks? (Name)
The common types of networks are Personal Area
Network, Local Area Network, Metropolitan Area
Network, Wide Area Network, Virtual Private Network,
and Campus Area Network.

42. What is PAN?

PAN stands for Personal Area Network. It is a small
network used for communication between personal
devices such as smartphones, tablets, and laptops
within a short range.

Example: Bluetooth connection between a
smartphone and a wireless headset.

43. What is LAN?

LAN stands for Local Area Network. It is a network
that connects computers and devices within a limited
area, such as a home, school, or office building.
Example: The computer network in a school lab that
connects all the computers.

44. What is MAN?

MAN stands for Metropolitan Area Network. It is a
network that spans a city or a large campus,
connecting multiple LANs together.

Example: The network that connects various branches
of a university across a city.

45. What is WAN?

WAN stands for Wide Area Network. It covers a large
geographical area, connecting multiple LANs and
MANSs. The internet is the largest example of a WAN.
Example: A network that connects branch offices of a
multinational company across countries.

46. What is VPN?

VPN stands for Virtual Private Network. It is used to
securely connect to a WAN and protect data when
accessing public networks.

47. What is CAN?

CAN stands for Campus Area Network.Itis'a network
that connects multiple LANs within a limited
geographical'area,'such as a'university’campus:or.a
business park.

Example: The network that connects different
departments and buildings within a university.
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Long Question 8: Explain real world application
of computer network. Describe use computer
network in different field of life.

48. What is the use of computer networks in
Business?

In business, networks enable efficient communication,
resource sharing, and data management.

Example: Companies use intranets to share
information and resources securely within the
organization.

49. What is the use of computer networks in
Education?

Educational institutions use networks to provide online
learning platforms, virtual classrooms, and access to
educational resources.

Example: Universities use Learning Management
Systems (LMS) like Blackboard and Moodle to deliver
course content and assessments.

50. What is the use of computer networks in
healthcare?

Healthcare networks facilitate the sharing of patient
information, telemedicine, and access to medical
databases.

Example: Hospitals use Electronic Health Records
(EHR) systems to store and retrieve patient data
efficiently.
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51. What is TCP/IP?

TCP/IP stands for Transmission Control
Protocol/Internet Protocol. It is the fundamental suite
of protocols for internet communication.

TCP stands for Transmission Control Protocol. It
ensures reliable data transfer.

IP stands for Internet Protocol. It handles addressing
and routing of data packets.

52. What is UDP?

UDP stands for User Datagram Protocol; It provides
faster but less-reliable'data transfer: '
53. What is DNS?

DNS stands for Domain Name System. It translates
domain names into IP addresses.

S UK et U s K48
—e bt L bS] }1£J/L/;‘J’~”g;"f P S issi A K
L L St 3 pud S flamald e ot Je
S £

e WU et 49,

ﬂu/’év/.ﬁfwdfg /5|'/,/JMJZ@:@G%&)&U@T;A;UP
SIS el LS

2" Ji" "y g LL/ﬁl)u%?J,u;iréuJugﬁoz'g:Jlf»
318 (LMS) e 5

P WU e 2ed Pk 3§ =750,

LS a B3P ster2ir e S s p S o & St oS e
St S

L Lo S Sy B & P2 o L s i Jé
S5 (BHR) 545k 61 )

?‘ggTCP/IP 51.
-‘Liﬁd}kzzgd}rjﬁ{,é L%JQJ}!TCP/IP
-gmﬁffofﬁpﬂG(JI};{,J;"//@&:‘)!/L)TCP

e U sl 5 = el (Y P g 2DIP

?‘ggUDP 52.
“at‘/ gl vi }Jl;qs,cfus[ JQ 7 (UDP) Jos ;5/?(1/( 597

¢« UDNS 53.
<§;V[Zfd:U%ééffu.rbdﬁﬁf (DNS) fb/f:c}:»"



54. What is DHCP?

DHCP stands for Dynamic Host Configuration
Protocol. It automatically assigns IP addresses to
devices on a network.

555. What are different network security methods?
The main network security methods are firewalls,
encryption, and antivirus software. Firewalls monitor
and control network traffic, encryption protects data
by converting it into a secure format, and antivirus
software detects and removes malicious software.
56. What is a Firewall?

A firewall monitors and controls incoming and
outgoing network traffic.

57. What is Antivirus Software?

Antivirus software detects and removes malicious
software.

Example: A combination of firewalls, encryption, and
antivirus software provides robust network security.
58. What is Encryption?

Encryption protects data by converting it into a secure
format.
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